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ABSTRACT 

Uddin MP, Afjal MI, Islam MM, Nitu AM, Marjan MA (2015) Development of a symmetric-key cryptographic algorithm based on ASCII 

and radix conversions. Ins. Engg. Tech. 5(1), 19-24. 
 

In modern computer science, secured data communication in an efficient way is one of the challenging aspects. To 

achieve an advanced level of security this paper introduces a new algorithm for symmetric-key cryptography. The 
main novelty of this paper is to convert the plaintext into its equivalent cipher-text of unprintable characters using 

ASCII and radix conversions. To achieve a higher level of security a 128 bit i.e., 16 characters symmetric-key has 

been used. Dividing the original message into several packets the symmetric-key is imposed with each packet and 
then using radix conversion the plaintext is converted to unprintable cipher-text. The proposed cipher is an efficient 

and novel procedure to secure data communication which offers a higher level of security without increasing the size 

of data or loosing of any data.  
 

Key words: Cryptography, higher level of security, encryption and decryption, unprintable cipher-text, radix conversion, 

ASCII conversion 
 

INTRODUCTION 
 

With the frequent use of communication technologies the upper level of security has become one of the 

challenging needs for transmitting information over the unsecured communication channel. There are two broad 

ways to protect information from the crackers or hackers which are cryptography (Dray 1999) and information 

hiding (Parnas 1972 and Bender et al. 1996). Cryptography has become one of the important issues in the 

present era of data communication technology to enhance the data security. For thousands of years it has been 

used to encrypt the secret messages but the systematic study of cryptology as a science is just beginning around 

hundred year’s back (Sidhpurwala 2013). The cryptography is the study of scientific methods related to aspects 

of data security such as data integrity, confidentiality, data origin authentication and entity authentication. Thus, 

the major security goals are authentication, integrity, confidentiality, non-repudiation and access control 

(Menezes et al. 2000 and Stinson 1995). In cryptography, the existence of the message is not concealed 

although the organization of the message is untraceable by the eavesdroppers. In cryptography, the message in 

its natural format readable by an attacker is called the plaintext; the message altered to be unreadable by anyone 

except the intended recipients is called the cipher-text; a sequence that controls the operation and behavior of the 

cryptographic algorithm is called a key; the method for converting the plaintext to cipher-text is called 

encryption; the method for converting the cipher-text to plaintext is called decryption and the algorithm that 

creates the encryption and decryption is called a cipher. There are mainly three types of cryptographic 

algorithm. These are private key cryptography such as advanced data encryption (AES) (Baudran et al. 1999), 

data encryption standard (DES) (Blelloch 2000) etc., public key cryptography such as RSA algorithm (Pfleeger 

and Pfleeger, 2003), and hash algorithms (Omari et al. 2008). On the other hand, information hiding methods 

conceals the existence of the secret message. The most common information hiding methods are steganography, 

watermarking, anonymity and covert channel (Al-Mualla and Al-Ahmad, Undated). In this paper, we proposed a 

new cipher which follows a different procedure from the traditional asymmetric-key cryptography, symmetric-

key cryptography or hashing function. The symmetric-key cipher is a cryptography technique that uses a shared 

secret key to encrypt and decrypt the plaintext and the cipher-text respectively (Surya and Diviya, 2012). 
 

PREVIOUS WORKS 
 

For a higher level of security several works have been accomplished to develop a new cryptographic algorithm. 

A cryptographic algorithm to make the cipher-text unprintable by ASCII conversion and cyclic mathematical 

function has been developed by (Uddin et al. 2014). A new cryptosystem based on factoring and discrete 

logarithm problems which provides longer and higher security level than that schemes based on a single hard 

problem was planned by (Ismail and Hijazi, 2011). The adversary has to solve the two problems simultaneously 

in order to recover a corresponding plaintext from the received cipher-text. Some researchers have developed a 

secure hybrid mode-based cryptosystem which provides greater security level than that schemes based on a 

single hard problem. The enemy or adversary has to solve the two problems simultaneously which is unlikely to 

happen in order to read any secret message (Ismail and Baharudin, 2012). A new cryptographic algorithm for 

the Real Time Applications was proposed by (Omari et al. 2008) to improve the time for encryption and 

decryption of data of end-to-end delay and to provide higher level of security. Some researchers have developed 

a new cryptosystem using multiple cryptographic assumptions which offers a greater security level than that 
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schemes based on a single cryptographic assumption (Ismail and Hijazi, 2011). A basic study on cryptography 

which is a solution for information security threats has been shown in (Kumar 2013). (Addagarla and Babji, 

2013) made a comparative security study on symmetric key cryptosystem based algorithms such as DES, TDES, 

IDEA, and AES (Kumar 2013). 
 

PROPOSED ALGORITHM 
 

A. Encryption Algorithm 
 

In the encryption phase of the proposed algorithm, at first the characters of the plaintext are divided into several 

packets of N characters taking from the beginning character of the text, where N=16 except for the last packet. 

For the last packet the value of N may range from 1 to 16 as it contains the remaining characters after dividing 

the text. For example, if a plaintext consists of 35 characters, the first 16 characters constitute the first packet, 

the subsequent 16 characters constitute the second packet and the remaining 3 characters constitute the last 

packet.  
 

In second phase of encryption, N characters for each packet are converted into their equivalent ASCII values 

using binary representation. Here, we use a symmetric key of 128-bit taking 16 characters (each character is 

represented by 8-bit extended ASCII) from user. That’s why the key of 16 characters is imposed into each 

packet. For this, a bit-level XOR (exclusive-OR) is performed on the binary representation of N characters for 

each packet with the 128-bit symmetric key of the 16 characters. For each XOR operation, one-bit shift-left is 

performed on the 128-bit key. This is done for the one-level of extra security. Performing the XOR operation for 

each packet, the 128-bit binary representation of N characters is converted into its equivalent ASCII (decimal) 

representation having N characters. The main aim of the encryption is to turn all the characters into the 

unprintable characters i.e., turn all the ASCII values of the characters into a range of ASCII value from 0 to 31 

(since the characters whose ASCII ranges from 0 to 31 are undoubtedly unprintable characters). 32-base number 

system conversion is used to do this job. In the proposed algorithm, all the ASCII values are converted into the 

32-base number system which has 32 digits from 0 to 31. Each decimal value of the packet is converted into its 

equivalent number in 32-base number system. Since each number in the 32-base number system has maximum 

two digits (total digit ranges 0 to 31), we separated the two digits of the 32-base equivalent number of each 

decimal value for each packet. Then, treating the separated digits as ASCII values they are converted to their 

equivalent characters whose are undoubtedly unprintable. Thus, all the characters in the cipher-text become 

completely unprintable. This encryption process is repeated for each packet of N characters. Then, combining 

all the encrypted packets as a single it is sent to the receiver. The Pseudo-code of the encryption algorithm is 

illustrated below. 
 

1. Start 

2. Input the plaintext  

3. Divide the plaintext into several packet of N character 

4. For each packet, do 

a. Convert  the characters into their equivalent ASCII value using binary representation 

b. Impose the 128-bit of 16 characters key after performing one-bit shift-left on it 

c. Convert the 128-bit binary representation of N characters into its equivalent ASCII (decimal) 

representation having N characters 

d. Convert the each decimal into its equivalent number in 32-base number system 

e. For each converted number in 32-base number system, do 

i. Separate each of the two digits  

ii. Convert each digit into its equivalent ASCII character    

5. Combine all the encrypted packets as a single  and send it to the receiver 

6. End 
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The flowchart of the encryption algorithm is shown in Fig. 1. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. The Encryption Flowchart 
 

B. Decryption Algorithm 
 

In the decryption phase of the algorithm, at first the characters of the received unprintable cipher-text are 

converted into their equivalent ASCII value. In the encryption phase, to make the character unprintable, the two 

digits of the 32-base equivalent number of each decimal value has been separated. To regenerate the 32-base 

equivalent numbers two consecutive ASCII values are needed to place one after another. Then, each 32-base 

number is converted into their decimal number. Then, these values are divided into several packets of N 

characters where the value of N is 16 which may vary only for the last packet as the last packet contains the 

remaining characters. Its value may range from 1 to 16. In the encryption phase, the 16 characters i.e., 128 bit 

symmetric key for the extra security has been used. Here, the same key is use for decryption. Now, a bit-level 

XOR operation is performed using the binary representation of N characters of each packet with the binary 

representation of the 16 characters of the symmetric key. For each XOR operation, one-bit shift-left is 

performed on the 128-bit key. Finally, the binary values of each packet are converted into their equivalent 

decimal values and then into their equivalent ASCII characters which are undoubtedly same as in the plaintext. 

This decryption process is repeated for each packet of 16 characters of the cipher text.  
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The Pseudo-code of the decryption algorithm is illustrated below. 

1. Start 

2. Input cipher-text 

3. Convert the characters to their equivalent ASCII values 

4. Place two consecutive values to a make 32-base number 

5. Convert each 32-base number into its equivalent decimal number  

6. Divide all the converted values into several packets of N characters 

7. Impose the 128-bit of 16 characters key after performing one-bit shift-left on it in each packet 

8. Converted the binary values of each packet into their equivalent decimal values 

9. Convert all the decimal values of each packet to their equivalent ASCII characters 

10. End 
 

The flowchart of the encryption algorithm is shown in Fig. 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 
 

Fig. 2. The Decryption Flowchart 
 

EXPLANATION WITH AN EXAMPLE 
 

As an example, let’s consider to encrypt and then to conceal the message “DIGITAL BANGLADEsh”. To 

encrypt the message the proposed encryption algorithm uses a key of 16 characters i.e., 128 bit, for example 

“hstucsetee123456”. According to the explanation, the algorithm divides the plaintext into 2 packets, where the 

first one contains the first 16 characters i.e., “DIGITAL BANGLADE” and the last contains the subsequent two 

characters i.e., “sh”. The encryption process of the first packet is shown below: 
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Table 1. Encryption of the first packet 
 

Characters in 

the packet 

Equivalent 

ASCII value of 

character (X) 

Characters 

in the key 

ASCII of 

the keys 

(Y) 

XOR of 

X and Y 

32-Base 

conversion 

ASCII 

character of 

each digit 

D 68 h 104 44 1c  

I 73 s 115 58 1q  

G 71 t 116 51 1j  

I 73 u 117 60 1s  

T 84 c 99 55 1n  

A 65 s 115 50 1i  

L 76 e 101 41 19  

 32 t 116 84 2k  

B 66 e 101 39 17  

A 65 e 101 36 14  

N 78 1 49 105 39  

G 71 2 50 117 3l  

L 76 3 51 127 3v  

A 65 4 52 117 3l  

D 68 5 53 113 3h  

E 69 6 54 115 3j  
 

The encryption process for the last packet is shown below. For this packet the key is shifted by one character 

and that’s why the key becomes “6hstucsetee12345”. Here only the first two characters of this key have been 

used because the packet contains only two characters. We observed that the cipher-text is completely a 

collection of unprintable characters. The decryption phase will follow the reverse procedure of the encryption.  
 

Table 2. Encryption of the second (last) packet 
 

Characters in 

the packet 

Equivalent 

ASCII value of 

character (X) 

Characters 

in the key 

ASCII 

of the 

keys (Y) 

XOR of 

X and Y 

32-Base 

conversion 

ASCII 

character of 

each digit 

s 115 6 54 69 25  

h 104 h 104 0 00  

 

RESULT 
 

The algorithm offers a satisfactory level of security with efficient and faster processing. To simulate the cipher 

we’ve uses Java programming language. Figure 3 shows the plaintext to be encrypted though the algorithm. 

Applying the encryption algorithm and using the symmetric-key “hstucsetee123456” the cipher-text of 

unprintable characters is shown in Figure 4. Java shows the boxes for unprintable characters. Thus, the cipher-

text is a collection of boxes in which the original message is concealed.  At the receiver, applying the decryption 

algorithm on the cipher-text with the key it looks the same as the original message shown in Figure 3. 
 

 
Fig. 3. The plaintext 

 

`  

Fig. 4. The cipher-text 
 

CONCLUSION  
 

The algorithm has developed in a new fashion which is different from the traditional symmetric-key 

cryptography, asymmetric-key cryptography or hashing function. In this algorithm, the cipher text is produced 

through two times of encryption of the plaintext providing a higher level of security. Moreover, the input 
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message to be encrypted and made hidden can be taken from a file like .txt, .doc, etc. as per the users’ 

requirement. Similarly, the final decrypted original message can be stored in the same file format. However, this 

algorithm may be used in many communication applications as well as in various security systems such as 

mobile communication system, cloud-based system, E-mail communication system, banking security system, 

key or password management system, administrative security system, network security system, protocol 

management etc.  
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