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ABSTRACT 
Islam MK, Hossain MA, Nashiry MA (2012) Security of cryptographic algorithm SHA and MD5. Ins. Engg. Tech. 2(2), 28-33.  

 

Cryptography is a system of secret communication to improve the security of information. There are three kinds of 
cryptographic algorithm. They are hash functions algorithm, secret key functions algorithm and public key functions 
algorithm. Hash functions algorithms such as MD4, MD5, SHA, RIPEMD, TIGER, RIPEMD-160 are most widely 
used in commercial as well as defense applications. Since their design paradigm is based on “trial-and-error” process, 
they need to have good cryptanalysis effort. Among hash algorithms, SHA and MD5 are most popular. In this paper, a 
postmortem analysis has been done on two popular hash functions cryptographic algorithms SHA and MD5. This 
paper shows the security measure and different kinds of attacks on these two algorithms.   

 

Key words: differential attack, preimage attack, hash functions algorithm, confidentiality, data integrity, authentication, 
MD4 algorithm 
 

INTRODUCTION 
 

The word cryptography comes from the Greek words κρυπτο (hidden or secret) and γραφη (writing). So, 
cryptography is the art of secret writing. The basic service provided by cryptography is the ability to send 
information between participants in a way that prevents others from reading it. In other words, cryptography is 
the study of mathematical techniques related to aspects of information security (Gamal 1985). The four 
cryptographic goals are confidentiality, data integrity, authentication and non-repudiation. When disputes arise 
due to an entity denying that certain actions were taken, a means to resolve the situation is necessary (Menezes 
et al 1996.). A message in its original form is known as plaintext. The mangled information is known as 
ciphertext. The process for producing ciphertext from plaintext is known as encryption. The reverse of 
encryption is called decryption. 
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While cryptographer persons invent clever secret codes, cryptanalysis process attempts to break these codes. 
And the success of the cryptographers rests on the cryptographic systems, tends to involve both an algorithm 
and a secret value. The secret value is known as the key. The concept of a key is analogous to the combination 
for a combination lock. Although the concept of a combination lock is well known (you dial in the secret 
numbers in the correct sequence and the lock opens), you can’t open a combination lock easily without knowing 
the combination (Diffie and Hellman, 1976). With a good cryptographic scheme it is perfect OK to have 
everyone including the bad guys (and the cryptanalysts) known the algorithm because knowledge of the 
algorithm without the key does not help unmangle the information (Kaufman 1993). At beginning of history, 
cryptography was used as a tool to protect national secrets and strategies (Denning and Dorothy, 1982). Hash 
functions cryptographic algorithms have strong success history against attack from intruder. These algorithms 
use hash function to encrypt plaintext and to decrypt ciphertext. Hash functions take a message as input and 
produce an output referred to as a hash code, hash-result, hash-value, or simply hash. The MD5 Message-Digest 
Algorithm is a widely used cryptographic hash function that produces a 128-bit (16-byte) hash value which was 
designed by Ron Rivest (Rivest 1991). Specified in RFC 1321 (Rivest 1992), MD5 has been employed in a wide 
variety of security applications, and is also commonly used to check data integrity. However, it has since been 
shown that MD5 is not collision resistant as such, MD5 is not suitable for applications like SSL certificates or 
digital signatures that rely on this property. In 1993, Den Boer and Bosselaers gave an early, although limited, 
result of finding a pseudo-collision of the MD5 compression function; that is, two different initialization vectors 
which produce an identical digest. In 1996, Dobbertin announced a collision of the compression function of 
MD5. While this was not an attack on the full MD5 hash function (Dobbertin 1996), it was close enough for 
cryptographers to recommend switching to replacement to SHA. In this paper, the two popular cryptographic 
algorithms SHA and MD5 have been analyzed. And then security measures and attacks on these two algorithms 
have been discussed.            
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DESCRIPTION OF MD5 
 

MD5 is designed to produce a 128-bit hash. After some initial processing, MD5 processes the input text in 512-
bit blocks, divided into 16 32-bit sub-blocks. The output of the algorithm is a set of four 32-bit blocks, which 
concatenate to form a single 128-bit hash value. First, the message is padded so that its length is just 64 bits 
short of being a multiple of 512. This padding is a single 1-bit added to the end of the message, followed by as 
many zeros as are required. Then, a 64-bit representation of the message’s length (before padding bits were 
added) is appended to the result. These two steps serve to make the message length an exact multiple of 512 bits 
in length, while ensuring that different messages will not look the same after padding (Rivest 1992). Four 32-bit 
variables are initialized: 
 

                    A = 0x01234567, B = 0x89abcdef, C = 0xfedcba98, D = 0x76543210 
 

These are called chaining variables. Now, the main loop of the algorithm begins and continues for as many 512-
bit blocks as are in the message as illustrated in Figure 1. The four variables are copied into different variables: a 
gets A, b gets B, c gets C, and d gets D. The main loop has four rounds, all very similar. Each round uses a 
different operation 16 times. Each operation performs a nonlinear function on three of a, b, c, and d. Then it 
adds that result to the fourth variable, a sub-block of the text and a constant. Then it rotates that result to the 
right a variable number of bits and adds the result to one of a, b, c, or d. Finally the result replaces one of a, b, c 
or d.  

                      

                                  Fig. 1. MD5 main loop 
 

There are four nonlinear functions, one used in each operation (a different one for each round) [6]. 
          F (X, Y, Z) = (X ∧ Y) ∨(¬ X ∧ Z)  
          G (X, Y, Z) = (X ∧ Z) ∨ (Y ∧ ¬ Z))  
          H (X, Y, Z) = X ⊕ Y ⊕ Z  
          I (X, Y, Z) = Y ⊕ (X ∨ ¬ Z)  
          (⊕ is XOR, ∧ is AND, ∨ is OR, and ¬ is NOT.)  
 

These functions are designed so that if the corresponding bits of X, Y, and Z are independent and unbiased, then 
each bit of the result will also be independent and unbiased. The function H is the bit-wise parity operator. If Mj 
represents the jth sub-block of the message (from 0 to 15), and <<<s represents a left circular shift of s bits, the 
four operations are: 
           FF(a, b, c, d, Mj ,s ,ti) denotes a = b + ((a + F(b, c ,d ) + Mj + ti) <<< s)  
           GG(a, b, c, d, Mj, s, ti) denotes a = b + ((a + G(b, c, d ) + Mj + ti) <<< s)  
           HH(a, b ,c, d, Mj ,s ,ti) denotes a = b + ((a + H(b, c, d) + Mj + ti) <<< s)  
           II(a, b, c, d, Mj, s, ti) denotes a = b + ((a + I(b, c, d ) + Mj + ti) <<< s) 
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Fig. 2.  One MD5 Operation 

 

Those constants, ti, were chosen as, in step i, ti is the integer part of 232*abs(sin(i)), where i is in radians. After 
all of this, a, b, c, and d are added to A, B, C, D, respectively, and the algorithm continues with the next block of 
data. The final output is the concatenation of A, B, C, and D. 
 

DESCRIPTION OF SECURE HASH ALGORITHM (SHA) 
 

NIST, along with the NSA, designed the Secure Hash Algorithm (SHA) for use with the Digital Signature 
Standard. SHA is the algorithm used in the standard (NIST 1995). SHA produces a 160-bit hash, longer than 
MD5 (Robshaw 1995). First, the message is padded to make it a multiple of 512 bits long. Padding is exactly the 
same as in MD5. First append a one, then as many zeros as necessary to make it 64 bits short of a multiple of 
512, and finally a 64-bit representation of the length of the message before padding. The main loop of the 
algorithm then begins. It processes the message 512 bits at a time and continues for as many 512-bit blocks as 
are in the message. First the five variables are copied into different variables: a gets A, b gets B, c gets C, d gets 
D, and e gets E. The main loop has four rounds of 20 operations each. Each operation performs a nonlinear 
function on three of a, b, c, d, and e, and then does shifting and adding similar to MD5. 
 

SHA’s set of nonlinear functions is: 
              ft (X, Y, Z ) = (X ∧Y) ∨  (¬ X ∧ Z), for t = 0 to 19.  
              ft (X, Y, Z ) = X ⊕Y ⊕Z, for t = 20 to 39.  
            ft (X, Y, Z ) = (X ∧Y ) ∨ (X∧Z) ∨ (Y∧ Z), for t = 40 to 59.  
            ft (X, Y, Z ) = X ⊕Y ⊕Z, for t = 60 to 79.  
 

 

 

 

 

 

 

 

 

 

Fig. 3. One SHA Operation 
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Four constants are used in the algorithm:  
             Kt = 0x5a827999, for t = 0 to 19.  
             Kt = 0x6ed9eba1, for t = 20 to 39.  
             Kt = 0x8f1bbcdc, for t = 40 to 59.  
             Kt = 0xca62c1d6, for t = 60 to 79.  
 

The message block is transformed from 16 32-bit words (M0 to M15) to 80 32-bit words (W0 to W79) using the 
following algorithm: 
            Wt = Mt, for t = 0 to 15        
                          Wt = (Wt- 3 ⊕Wt - 8 ⊕ Wt - 14 ⊕ Wt - 16) <<< 1, for t = 16 to 79.  
 

If t is the operation number (from 0 to 79), Wt represents the tth sub-block of the expanded message, and <<< s 
represents a left circular shift of s bits, then the main loop looks like: 
              FOR t = 0 to 79  
                     TEMP = (a <<< 5) + ft (b, c, d) + e + Wt + Kt  
                     e = d, d = c, c = b <<< 30, b = a, a = TEMP  
 

Figure 3 shows one operation. Shifting the variables accomplishes the same thing as MD5 does by using 
different variables in different locations.  
 

After all of this, a, b, c, d, and e are added to A, B, C, D, and E respectively, and the algorithm continues with 
the next block of data. The final output is the concatenation of A, B, C, D, and E (Robshaw 1995). 
 

SECURITY OF MD5 AND SHA 
 

Tom Berson attempted to use differential cryptanalysis against a single round of MD5, but his attack is 
ineffective against all four rounds. A more successful attack by den Boer and Bosselaers produces collisions 
using the compression function in MD5 (den Boer and Bosselaers, 1991). This does not lend itself to attacks 
against MD5 in practical applications, and it does not affect the use of MD5 in Luby-Rack off-like encryption 
algorithms. It means that one of the basic design principles of MD5 is to design a collision-resistant 
compression function that has been violated. Although it is true that “there seems to be a weakness in the 
compression function, but it has no practical impact on the security of the hash function” (Anderson and Biham, 
1996). 
 

SHA has a 160-bit hash value. Ron Rivest made public the design decisions behind MD5, but SHA’s designers 
did not. Here the security measures of SHA algorithm can be described as follows   
 

• In SHA, each step adds in the result of the previous step. This promotes a faster avalanche effect. This 
change has been made in SHA as well. The difference in SHA is that a fifth variable is added, and not 
b, c, or d, which is already used in ft. This subtle change makes the den Boer-Bosselaers attack against 
MD5 impossible against SHA.  

 

• “The order in which message sub-blocks are accessed in rounds 2 and 3 is changed, to make these 
patterns less alike.” SHA is completely different, since it uses a cyclic error-correcting code.  

 

• “The left circular shift amounts in each round have been approximately optimized, to yield a faster 
avalanche effect. The four shifts used in each round are different from the ones used in other rounds.” 
SHA uses a constant shift amount in each round. This shift amount is relatively prime to the word size. 
There are no known cryptographic attacks against SHA. Because it produces a 160-bit hash, it is more 
resistant to brute-force attacks (including birthday attacks) than 128-bit hash functions (Robshaw 
1995).  

 

ATTACKS ON MD5 AND SHA 
 

Because both are derived from MD4, SHA and MD5 are quite similar to one another. Though they have strong 
security features but they are some attacks on them. Here we describe the attacks as follows 
 

• Preimage attack on MD5 and SHA 
For checking the preimage attack, we need four free variables satisfying the following conditions 
(Hossain et al. 2012): 

• The given variables are used only once. 
• The given variables are used in consecutive operations.  

 

In MD5 the inputs 12,13,14,15 satisfy the above requirements, if MD5 is reduced to not more than 22 
operations. Therefore preimage attack on MD5 can be done, if MD5 is reduced at most 22 operations. 
Preimage attack on SHA is similar to MD5 but SHA requires five free variables, since there are five 
chaining variables. In SHA preimage attack is possible, if it is reduced to17 operations. 
 

• Differential attack on MD5 and SHA 
Eli Biham and Adi Shamir developed a method for attacking block ciphers, which they call differential 
cryptanalysis (Biham and Shamir, 1991). Differential cryptanalysis for hash functions works as 
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follows: If there is a change input, it produces some XOR difference in the chaining variables. If we 
can make the XOR difference zero at the end we will get the collision. There are different techniques 
used for this attack. In the following, we have used one bit difference attack technique which was first 
used by Dobbertin (Dobbertin 1996). This is a powerful differential attacking technique which was first 
demonstrated by Dobertin. He used this technique in the following attacks to check the collisions in 
compression function of MD5 (Dobbertin 1996). The idea of this attack is shown in Figure 4. We take 
two inputs (each input contains 16 words) such that all input words are same except one word with 
XOR difference of 1 bit. Let us assume that the word x[i] is used in the final round at position P2 as 
shown in figure 4. Once we get the same chaining variables at P2 we get a collision, since all other 
input variables are the same. Since the input word x[i] has 1 bit difference, we need 1 bit difference in 
the chaining variable that is modified by the input word x[i] at position P2 to compensate the 
difference. All other chaining variables must be equal. Once we are able to set this we get a collision. 
Hash algorithms can be made resistant to this attack by satisfying the following conditions.  
 

1. Any changes in chaining variables have to diffuse quickly to all other parts of chaining 
variables. 

2. Input words should be transformed in further rounds such that any change in input word is 
ords. diffused to other input w                                                       
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Fig. 4. One bit difference attack 
 

In MD5 adding the previous result in the operations of MD5 satisfies the first condition, but the second 
condition is not satisfied. SHA satisfies both the requirements. Therefore SHA is resistant to this 
attack. 
 

• Brute force attack on SHA and MD5: The most obvious and most important difference between 
SHA and MD5 is that the SHA digest is 32bit longer than the MD5 digest. Using a brute force 
technique, the difficulty of producing any message having a given message digest is on the order of 2128 
operations for MD5 and 2160 for SHA. Again, using a brute force technique, the difficulty of producing 
two messages having the same message digest is on the order of 264 operations for MD5 and 280 for 
SHA, so its strength is more difficult to judge than would otherwise be the case. 

 

CONCLUSION 
 

In MD5 algorithm, it is unlikely that two messages showing a similar regularity will have the same hash code. 
Secure Hash Algorithm (SHA) produces a 160-bit hash value from an arbitrary length string. We compare the 
two algorithms using the design goals cited earlier for MD4 (Robshaw 1995). The result of postmortem analysis 
of cryptographic algorithm MD5 and SHA can be summarized as in Table 1. 
 

Table 1. Summary of MD5 and SHA 
 

 MD5 SHA 
Digest length 128 bits 160 bits 
Basic unit of Processing 512 bits 512 bits 
Number of steps 64 (4 rounds of 16) 80 ( 4 rounds of 20) 
Maximum message size ∝ 264-1 bits 
Primitive logical functions 4 4 
Additive constants used 64 4 
Architecture Little endian Big endian 
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SHA is structurally similar to MD5. It is roughly 25% slower than MD5 but more secure, because it produces 
message digests that are 25% longer than those produced by the message digest functions. Since SHA has a 
longer (160 bits) hash value it is more resistant to brute force attacks than MD5.  
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